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In compliance with DepEd Order (DO) No. 8, s. 2013, this advisory is issued not for the
endorsement per DO 28, s. 2001, but only for the information of DepEd officials,
personnel/staff, as well as the concerned public
(Visit www.deped.gov.ph)

2-DAY ONLINE CYBER BREACH RESPONSE SIMULATION TRAINING FOR
INCIDENT RESPONSE AND TECHNICAL TEAMS

The Yisrael Solutions and Training Center, Inc. invites interested participants on the
2 Day Online Cyber Breach Response Simulation Training for Incident Response and
Technical Teams with respective schedules from April to June 2026. This program is
specifically designed to strengthen the operational readiness of Incident Response and

Technical Teams across public and private sector organizations.

Please be advised that participation to the said activity should be voluntary, and other
related costs which may be incurred by the applicants shall be on personal expense. They
are also reminded to strictly observe Time-On-Task Policy, and strict compliance to No

Disruption of Classes Policy of the Department as stipulated in DepEd Order No. 09, s.
2005.

For further details, please see attached document for reference.
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'~ YISRAEL SOLUTIONS AND TRAINING CENTER, INC.

Dear SirMadam,
Warm greetings.

We respectfully invite your esteemed organization to participate in our upcoming 2-Day Online Cyber Breach
Response Simulation Training for Incident Response and Technical Teams.

i today’s rapidly evolving digital landscape, cyber incidents are o tonger a guestion of if," Lut “when." Boti
government agencies and private sector organizations are increasingly targeted by sophisticated threats, including
ransomware attacks, advanced persistent threats (APTs), insider risks, and social engineering campaigns. Such
incidents can significantly disrupt operations, compromise sensitive data, and damage public trust and corporate
reputation. Effective cyber breach response therefore requires not only technical expertise, but also strong
coordination, timely decision-making, structured investigation procedures, and disciplined containment strategies.

This training program is specifically designed to strengthen the operational readiness of Incident Response and
Technical Teams across public and private sector organizations. Through guided practical exercises and a live breach
simulation scenario, participants will apply structured response methodologies, analyze real-world attack patterns, and
enhance their capabilities to detect, contain, investigate, and recover from cybersecurity incidents in a controlled and
realistic environment.

We believe this program will provide valuable insights and hands-on experience that will further reinforce your
organization’s cybersecurity posture and incident response capabilities.

Below are the online workshop class programs/modules:

DAY 1
MODULE TOPIC PERIOD OBJECTIVES
1 Threat Landscape & Incident Response 9:00 - 10:00AM Overview of modern cyber threats, breach
Framework Overview lifecycle, and structured incident response
methodology. Simulation briefing, team roles
assignment, and rules of engagement.
2 Attack Vector 1 — Unauthorized Access 10:00AM — Analysis of brute force, password spraying,
& Credential Compromise 12:00NN and privilege escalation. Parallel
Simulation: Investigate suspicious login
patterns, assess impact, implement
credential containment, and recommend
hardening controls.

Bchristopher @yisraelsalutions.cam
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2 YISRAEL SOLUTIONS AND TRAINING CENTER, INC.

3 Attack Vector 2 - Phishing & Social
Engineering

1:00 - 3:00PM

Technical breakdown of phishing attacks,
credential harvesting, and initial compromise
techniques. Parallel Simulation: Teams
analyze phishing artifacts, trace compromise
path, perform triage, and implement
containment steps. Debrief & lessons
learned.

4 Attack Vactor 3 — Malware &
Ransomware Intrusion

lnderstanding malware execution, lateral
movement, and encryption behavior. Parallel
Simulation: Log review, I0C identification,
containment decisions, isolation strategy,
and recovery planning. Debrief &
improvement discussion.

DAY 2
MODULE TOPIC PERIOD OBJECTIVES
5 Attaclf Vt?ctor 4 We.b A'pplication 9:00 — 10:00AM Technical walkthrough of web exploitation
Exploitation (SQL Injection/ Web techniques and attacker objectives. Parallel
Server Hacking) Simulation: Analyze web logs, detect
injection attempts, determine data exposure
risk, and implement mitigation controls.
6 Attack Vector 5 - Network-Based 10:00AM - Understanding packet capture exploitation,
Attacks (Sniffing, Lateral Movement, 12:00NN internal reconnaissance, and data exfiltration
Data Exfifiratioin) patierns. Paraiiei Simuiation: Network iog
analysis, identifying abnormal traffic,
containment strategy, and evidence
preservation.
7 Incident Response Management 1:00 - 4:00PM Focus on the structured IR lifecycle:
Preparation, identification, Containment,
Eradication, Recovery, and Lessons
Learned.
ZOOM ONLINE SCHEDULES FOR THE YEAR 2026
APRIL 22-23 MAY 13-14 JUNE 9-10

PROMO ALERT! PROMO ALERT! PROMO ALERT!

REGISTRATION FEE:
1- 2 Participants
4,500.00 per Participant for three (2) days.

3 & more Participants
4,000.00 per Participant for three (2) days.

Bchristopher@yisraelsolutions.com
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Registration and Payment Details

Kindly complete the attached Confirmation Form, indicating the list of participants, and email it to
christopher@yisraelsolutions.com to confirm your workshop schedule.

Please deposit the payment and email a copy of the deposit slip for verification. Upon confirmation of payment, the meeting 1D
and password will be sent to your registered email address.

Payments should be made under the account name:
YISRAEL SOLUTIONS AND TRAINING CENTER INC.
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session. Should you be interested, please contact us through the numbers provided below for further coordination.

For inquiries and/or clarification, please contact us by email at christopher@yisraelsolutions.com (attention to Christopher Sentin);
or through text at mobile number 0968-595-9169(Smart)

We look forward to your favorable response and the opportunity to support your organization’s cybersecurity readiness initiatives.
We hope to see you in our online workshops!

Respectfully yours,

REBECCA M. SANTOS
CEO/President

YISRAEL SOLUTIONS AND TRAINING CENTER INC.

Enclosed herewith are Implementing Rules and Regulations of Republic Act No. 10175, Otherwise Known as the
“Cybercrime Prevention Act of 2012 and NPC Circular 16-03 for your reference. The said Republic Act and circular are
accessibie to the public, hence, shouid not be regarded as an endorsement to the person or entity affixing it.

IMPORTANT REMINDER: After completing your reservation and payment, please wait for further updates regarding the
finalization of your training schedule before booking a flight or any mode of transportation and accommodation. We will keep in
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PRIVACY STATEMENT

We are committed to maintaining the accuracy, confidentiality, and security of your personally identifiable information ("Personal
Information"). As part of this commitment, our privacy policy governs our actions as they relate to the collection, use, and disclosure of

Personal Information.

We are responsible for maintaining and protecting the Personal Information under our control. We have designated an individual or

individuals who is/are responsible for compliance with our Privacy Policy.

Personal information will generally be collected directly from you through the use of any of our standard forms, over the internet, via
emaii, or through a teiephone conversation with you. We may aiso coiiect personai information about you from third parties acting on your

behaif (for instance, agents or contact person).




ATTENTION TO: Christopher Sentin

MESSAGE:

Confirmation Date:

it to: christopher@yisraelsolutions.com

CONFIRMATIONFORM
{Breach Response and Cyber Security Workshop)

Pleasefill outtheformbelow (readable and correct name spelling of participants)and email

Please take note that Confirmation/Reservation is on First Come First Serve Basis)

Name of Company:

Address:
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Region:

Type of Organization:

Contact Person:

TeITNo.

Maobile No. Fax No.

Participants Details:

FirstiNarne

Middle
Initial

LastiName Genader Miobiie NO

Position

EmailAddress:

Please reserve me/us on this workshopschedule:

AMOUNT
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Reserve (Php 6,500 per
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pax for 3-days)

9:00am-4:00pm

PAYMENT METHOD

Al payrnenis shaii be made in Philipping Pesos.

o Cash
n Check payment

Please make check payable to:

YISRAEL SOLUTIONS AND TRAINING CENTER INC.

BANK DETAILS:

Account Number: 1641-1087-11
Pasig-C. Raymundo Ave. Branch

Pls deposit your payment to our LandBank Account

Account Name: YISRAEL SOLUTIONS AND TRAINING CENTER INC

(Pls email the payment to: christopher@yisraelsolutions.com)

Requested by:

REGISTRATION POLICY:
GUARANTEED SEATS

given “priority status™ contingent upon availability of seats.
CANCELLATION POLICY

Signature over printed Name

participant to cover fraining costs.

Please fill up the confirmation form to guarantee your slots. Those who confirmed wil be

NO cancellation will be made upon confirmation, however, substitutes are allowed only
when there is a written notice to the Yisrael Solutions and Training Center Inc. at least
five (5) working days prior to the seminar. Please take note that there is a LATE-
CANCELLATION and NON- ATTENDANCE CHARGE of Php 1000,00/day _per

PRIVACY NOTICE:

“We from Yisrael Solutions and Training Center Inc. will make sure that all of the personal informations you have provided will be
secured and remain confidential as much as possible. We collect informations with your proper consent and that necessary
personal in information with the intent to fulfil the purpose in transacting with us.”




